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Abstract 

 

MedXchange is the trusted global marketplace for Personal Protective Equipment (PPE), medical devices, supplies and service, 

enhanced by Blockchain technologies. MedXchange is a distributed system that handles transactions, data transfer, payments, 

and data storage initially designed for PPE (globally critical and time sensitive) and medical devices, but sufficiently flexible 

and scalable to later add other categories of regulated health care ecosystems, such as pharmaceuticals, laboratory equipment, 

and care providers. Because of the sensitive nature and requirements of medical devices, existing blockchain distributed systems 

are not adequate.  

 

The goal of MedXchange is to create a permissioned blockchain system that can pass the stringent requirements of regulated 

medical devices and HIPPAA compliance by ensuring better data integrity and encryption, and by providing a validation system 

to ensure the miners running this network are compliant entities. 

 

MedXchange uses a Distributed Hash Table combined with an Ethereum based blockchain to provide, among many other 

features, the ability for frictionless data sharing and faster access to new revenue streams for sell-side users. This is accomplished 

via an upgrade to data integrity and security systems and the addition of an executive governance system for node validation. 

 

The PPE market is rapidly changing, chaotic and highly inefficient, exacerbated by the global Coronavirus pandemic. Because 

of this, much needed, lifesaving PPE supplies (masks, gloves, Covid19 tests, ventilators, gowns, sanitizing supplies, and so 

forth) are not getting to end users fast, efficiently and cost-effectively. As a result, unnecessary lives are being lost. More 

generally, medical device markets are under major financial distress, in the United States but also globally. Many countries 

around the world are facing the same intensifying costs of medical devices and supplies and health care in general, as the United 

States and other countries are trying to address costs by reducing reimbursement rates, establishing price caps, requiring 

mandatory price reductions, using diagnostic related groups (DRGs), limiting funds available for medical device purchases 

and/or requiring inappropriate information about the product or pricing data from the manufacturer. Germany, France, Japan, 

Taiwan, Korea, China and Brazil are all examples of major markets where industry has reported that prices for medical devices 

and reimbursement rates have been potentially set lower than the value of the technology, thus limiting the introduction of 

advanced technologies and making it difficult for medical products to be profitable in these markets. With steeply increasing 

medical device costs, a secure solution for transparency and cost savings can have a massive impact on global society. 

 

The global PPE and medical device markets are primed for disruption by a platform like MedXchange. The industry is, by 

nature, closely linked with some of the facets that distributed ledgers and smart contracts were designed to enhance. These 

include security restrictions, shareable data, networking, and consistent, reliable service. While traditional models of 
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infrastructure have worked to bring the medical device industry to where it is today, many analysts see these systems as 

expensive, outdated, and susceptible to failure. Old technology systems that are put to the test by increasing amounts of data 

and stringent industry standards have not served to improve patient care, the argument goes. 

 

This whitepaper has been prepared solely for the purpose of informing potential contributors to MedXchange with respect to a 

proposed technical implementation of, and architecture for, MedXchange. This whitepaper is non-binding in all respects and 

does not create any legal obligation of any kind on any person. The ultimate implementation of the MedXchange platform is 

dependent upon several factors and risks outside of the control of MedXchange Ltd., including regulatory risks, contributor 

participation, the adoption of blockchain technology and the continued use and adoption of the Ethereum network.  

 

Nothing in this whitepaper or otherwise shall require MedXchange Ltd. to take any steps to develop or otherwise implement 

the MedXchange system. MedXchange Ltd. reserves the right to abandon the MedXchange project at any time and to change 

the implementation of MedXchange platform contemplated by this whitepaper at any time. Prospective users of the 

MedXchange platform and other contributors to MedXchange are advised to contribute and/or participate at their own risk and 

without reliance on any statement contained in this whitepaper. This whitepaper does not constitute a prospectus or offer 

document of any sort and is not intended to constitute an offer of securities or a solicitation for investment in securities in any 

jurisdiction. 
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Introduction 

 

MedXchange represents a remarkable, two-fold global opportunity: (i) quickly streamline the PPE marketplace and make it 

more efficient, to make an immediate impact on the ongoing global Coronavirus pandemic; (ii) transform the global PPE and 

medical device and supplies ecosystem in the longer term. Incorporating blockchain technology the MedXchange system is a 

global first and will provide a thriving medical device ecosystem that will drive down the cost of medical devices and supplies 

globally and thereby making medical care more affordable, a mission-critical goal for society. At the same time, MedXchange 

promises to increase margins for beleaguered medical device companies and accelerate sales of PPE to alleviate global supply 

chain issues caused by pandemic. 

 

  

  
 

Overview of the PPE Industry 

 

PPE is protective clothing, helmets, goggles, or other garments or equipment designed to protect the wearer’s body from injury 

or infection. It is also clothing, or equipment designed to be worn by someone to protect them from the risk of injury or illness. 

PPE can also protect patients who are at high risk for contracting infections through a surgery or who have a medical condition, 

such as, an immunodeficiency, from being exposed to substances or potentially infectious material conveyed by tourists and 

healthcare workers. According to MarketWatch as of September 5, 2020, the global PPE market is valued at USD 42.25 Billion 

in 2017 and expected to reach USD 65.66 Billion by 2024 with the CAGR of 6.5% over the forecast period. The global PPE 

market size is expected to reach USD 123.38 billion by 2027 registering a CAGR of 9.6%, according to a new report by Grand 

View Research, Inc. Increasing focus on employee safety, coupled with favorable occupational safety regulations, is expected 

to drive the market growth over the forecast period. Rapid industrialization across the globe, particularly in developing regions, 
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is projected to aid the penetration of PPE in various end-use industries. Manufacturers have been investing in R&D initiatives 

to develop advanced products that adhere to the regulatory standards and have low external limitations. 

 

The prominent global PPE manufacturers are 3M, Alpha Pro Tech, Ansell, Avon Rubber, Bergeron, Bullard, COFRA, Cordova 

Safety Products, Delta Plus, Drager, DuPont, Excalor, Honeywell, Huatong, JAL Group, Kappler, Kimberly-Clark, Lakeland 

Industries, Lindstrom, Moldex-Metric, MSA Safety, Northern Safety, Oftenrich Group, Protective Industrial Products, 

Respirex, SanCheong, Shanghai Gangkai, TST Sweden, U.PROTEC., Uvex, Woshine Group and others. 

 

https://www.marketwatch.com/press-release/personal-protective-equipment-market-size-trends-ppe-industry-report-2020-

2025-2020-09-

05?tesla=y#:~:text=Sep%2005%2C%202020%20(Heraldkeepers),6.5%25%20over%20the%20forecast%20period. 

https://www.grandviewresearch.com/press-release/global-personal-protective-equipment-ppe-market 

 

Impact of COVID-19 Pandemic 

 

While vaccines are providing a ray of hope, new coronavirus variants emerge constantly in populations in most of the world's 

corners as global cases surpass 100 million. These variants are more easily transmitted and more contagious. We believe that 

the PPE industry will be robust for a while to come, but it will morph. Some areas are becoming more commoditized, while 

other areas are becoming scarce. The MedXchange platform is impervious to the changes, and in fact represents the perfect 

platform to exchange PPE and medical products regardless of the stage of product life cycle.  

 

According to Frost & Sullivan, COVID-19 is severely impacting the availability of PPE for the healthcare industry and having 

a massive ripple effect throughout the economy as institutions and corporations struggle to equip workers with gear necessary 

to safely return to work. 

 

1. Surgical Masks: Disproportionately high COVID-19 patient volumes putting strain on scarce resources. Higher usage 

of surgical masks by all workers around COVID patients driving up demand. The demand is expected to remain high 

even after the pandemic ends. 

 

2. N95s: N95s becoming preferred masks for healthcare workers. Emergency Use Authorizations (EAU) by FDA and 

other regulatory agencies attempt to ease supply shortages by allowing industrial use N95s for healthcare applications. 

 

3. Examination Gloves: High patient volume creating huge demand for examination gloves. Most products manufactured 

overseas, putting huge pressure on supply chain and global capacities.  
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4. Coverall/Gowns: High demand from healthcare, EMS, and Lab workers during transportation, care, and testing of 

COVID patients. Demand expected to remain high even after pandemic ends. 

 

5. Goggles/Face-Shields: Critical product for transmission containment from droplets due to cough/sneeze by COVID 

patients. Huge demand due to limited availability in stockpiles. 

 

 
 

The increasing demand for these items has wreaked havoc on an already distressed supply chain and has enabled bad actors to 

profit from selling counterfeit or mis-identified products on a massive scale. In fact, a “gray market” for bogus products has 

emerged. This is evidenced by The U.S. Customs and Border Protection (CBP), which continued to identify and seize a large 

number of counterfeits, unapproved or otherwise substandard COVID-19 products that threaten the health and safety of 

American consumers. As of June 1, CBP had seized more than: 

 

• 107,300 FDA-prohibited COVID-19 test kits in 301 incidents. 

• 750,000 counterfeit face masks in 86 incidents. 

• 2,500 EPA-prohibited anti-virus lanyards in 89 incidents; and 

• 11,000 FDA-prohibited chloroquine tablets in 91 incidents. 

 

According to the CBP: “Criminal organizations are attempting to exploit the limited supply of and increased demand for some 

pharmaceuticals, personal protective equipment and other medical goods required to respond to the COVID-19 pandemic. 
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Among other products, these criminals are smuggling and selling counterfeit safety equipment, unapproved COVID-19 test kits, 

unproven medicines and substandard hygiene products through the online marketplace.”1 

 

In addition to bad actors, the supply chain has been flooded with unscrupulous dealers and brokers. Early in the pandemic, the 

healthcare performance improvement company Vizient set up a "war room" to ensure rapid responses to PPE inquiries from 

member hospitals. Many of the initial inquiries were requests to vet products that hospitals were considering purchasing from 

nontraditional manufacturers or brokers, and to provide an expert opinion on whether a given item was the genuine article. By 

mid-March, the war room team received 39 submissions claiming to be from brokers representing a product from a single 

manufacturing site in China. The site is indeed a legitimate manufacturer, but the brokers were claiming the manufacturer could 

supply members with additional products ranging from gloves to surgical masks and gowns. There were no such device listings 

with the FDA. At least 26 brokers claimed to have access to this manufacturer's products.2  

 

Further complicating the supply chain are the mass online markets such as Amazon®, Alibaba®, eBay® and others which are 

highly efficient for industrial and consumer products. However, each of these completely lack functionality required to ensure 

PPE and medical devices actually meet the necessary regulatory requirements, quality standards, and detailed performance 

characteristics to ensure they are safe and effective. The absence of this functionality has resulted in massive problems with 

counterfeit products and price gouging. Dharmesh Mehta, Amazon’s vice president of customer trust and partner support, said 

Amazon has blocked more than 6.5 million products with “inaccurate claims,” removed 1 million offers thought to involve 

price gouging and suspended 10,000 selling accounts for suspected price gouging.3  

 

Cardinal Health, in a December 15, 2020 memo to customers identified the current state and challenges of the PPE industry: 

 

“As we see changes and surges in infections, product demand continues to increase significantly. In the spirit of transparency 

and partnership, below we outline several challenges — beyond increased demand — that are impacting the entire industry, as 

well as our approach as a company to serving you through them: 

 

 
1 U.S. Customs and Border Patrol Protection, June 5, 2020. https://www.cbp.gov/newsroom/national-media-release/cbp-continues-seize-large-

number-counterfeit-and-unapproved-covid-19  
2 Healthcare Finance, August 8, 2020. https://www.healthcarefinancenews.com/news/healthcare-industry-grappling-emergence-counterfeit-ppe-

covid-19-battle  
3 The Hill, May 5, 2020. https://thehill.com/policy/national-security/department-of-homeland-security/496220-amazon-pfizer-3m-partner-with-ice-

to  

 

https://www.cbp.gov/newsroom/national-media-release/cbp-continues-seize-large-number-counterfeit-and-unapproved-covid-19
https://www.cbp.gov/newsroom/national-media-release/cbp-continues-seize-large-number-counterfeit-and-unapproved-covid-19
https://www.healthcarefinancenews.com/news/healthcare-industry-grappling-emergence-counterfeit-ppe-covid-19-battle
https://www.healthcarefinancenews.com/news/healthcare-industry-grappling-emergence-counterfeit-ppe-covid-19-battle
https://thehill.com/policy/national-security/department-of-homeland-security/496220-amazon-pfizer-3m-partner-with-ice-to
https://thehill.com/policy/national-security/department-of-homeland-security/496220-amazon-pfizer-3m-partner-with-ice-to
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• Strains on shipping capacity by sea, air and land are causing Personal Protective Equipment (PPE) delivery delays and cost 

increases 

• U.S. Customs and Border Protection impacting the industry’s imports 

• Manufacturing capacity limitations 

• Shortage of raw materials 

• Impact of COVID-19 restrictions on workforce capacity 

• Global demand for exam gloves exceeding global supply 
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Real World PPE E-mail Requests 

 

The following table includes copies of e-mail requests for PPE along with a brief commentary describing the fundamental issues 

with each request. Note that these are valid requests from legitimate buyers, each seeking a volume purchase of PPE. These e-

mails demonstrate the issues in the market today as each legitimate request results in a chain of questions and answers to 

determine the specific product needs required, the purchasing terms, order timing, etc. The back-and-forth e-mail exchange 

consumes time and resources without adding value to the customer. This appears to be a clumsy, ineffective way to match real 

world buyers and sellers of fast moving items in large quantities in real time, which underscores the need in the global market 

for MedXchange.  

 

Sample Commentary 

 
 

This e-mail demonstrates a request for 4 million (4,000,000) nitrile 

gloves. The request provides no further details as to the physical 

characteristics of the gloves required, timing, credit worthiness, etc.  

 
 

This e-mail demonstrates a more specific request, but also lacks 

details as to timing, credit worthiness of buyer, etc. 
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This example demonstrates more specific criteria including country of 

origin, but lacks timing, credit worthiness, etc. 

 

This is another example showing product and quantities requested. 

There is no further information as to the timing, credit worthiness, 

country of origin, technical details of each product, etc. 
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Alibaba.com PPE Functionality 

 

The following screen images show the PPE product functionality available at this time on Alibaba.com, one of the leading 

global marketplaces. As the images demonstrate, this is a “buyer beware” market. Aside from customer ratings and reviews, 

there is no formal vetting of the product, seller, or manufacturer. There is no functionality to support proof of product, regulatory 

certifications, or actual past performance for the seller, manufacturer, or buyer. MedXchange seeks to solve for the issues by 

requiring product and company certifications and proof of product where applicable and tracking actual past performance of all 

parties involved. 

 

The following image shows a basic Alibaba search for Nitrile Gloves, without further specification for style or intended use. 

The search results are presented in order of average customer review. The sellers are not identified on this page and there is no 

way of knowing if the materials are in-stock. 

 

 
  



Copyright © 2018-2021 MedXchange Limited. All rights reserved worldwide.  Page 14  

The following image shows the Alibaba product page for the first item in the above search result. Note there is no validation 

for the product certifications listed, no proof that the product actually exists and where it may be warehoused. 
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The following image shows the Alibaba company page for product selected above. Note: 

 There are no details on seller credentials 

 There is no information on the manufacturer available to determine if the product was produced in a regulatory 

compliant manner 

 The seller ratings are subjective and there is no indication of deal size, delivery times, past performance, etc. 

 

 
 

 

  



Copyright © 2018-2021 MedXchange Limited. All rights reserved worldwide.  Page 16  

Overview of the Medical Device Industry  

  

The medical device industry makes an enormous number of products—ranging from surgical gloves to artificial joints to 

imaging equipment—and plays a crucial role in developing new medical technologies that can improve the ability to diagnose 

and treat illness. The industry has a relatively small number of large, diversified companies and a large number of smaller 

companies that are mainly engaged in research and development of new devices for specific therapeutic areas. 

 

Medical devices play an important role in the delivery of many health care services. Defined broadly, medical devices are items 

that are used for the “diagnosis . . . cure, mitigation, treatment or prevention of disease” and are not absorbed or metabolized by 

the body. The term applies to everything from common medical supplies such as latex gloves and syringes to advanced imaging 

equipment and implantable devices such as cardiac defibrillators. The medical device industry is thus an important component 

of the larger health care system and plays an essential role by developing new medical technologies that can improve the ability 

to diagnose and treat illness.  

 

Like prescription drugs, medical devices are generally regulated in most countries around the globe, such as for example by the 

Food and Drug Administration (FDA) in the USA. However, the regulatory framework that the US Congress has established 

for medical devices is less stringent in many respects, due in part to underlying differences between medical devices and 

prescription drugs. Most low-risk devices can be marketed without prior FDA review, and most medium-risk devices are 

required to demonstrate only that they are “substantially equivalent” to an existing device before being marketed. Very few 

devices must demonstrate that they are safe and effective before being marketed. The FDA’s surveillance of devices after 

becoming available to the public has also been limited historically, although improvements are being made through initiatives 

such as requiring unique device identifiers (UDIs) on all devices. 

 

The market dynamics for medical devices can vary greatly depending on the device. Markets for conventional devices such as 

surgical gloves and other routine surgical supplies are more competitive; companies compete heavily on price and often need 

high sales volumes to be profitable. In contrast, markets for advanced products like implantable medical devices involve opaque 

pricing, are harder to enter, and are less competitive, which allows device companies to charge higher prices. 

 

Regional and local specificity exists when it comes to payors and how payment for medical devices is achieved. Generally, the 

patient or end user pays, or a third-party payor such as private, employer or government insurance payor pays, or a combination 

of these. Patients or users who are the sole payors (i.e., no third-party payor or insurance involved) belong to what is often 

referred to as the “cash pay” market. Either way, payment is made usually directly to the supplier for of the device. However, 

in the United States, Medicare pays for medical devices indirectly by reimbursing providers when they use devices in the course 
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of delivering care to beneficiaries.4 Medicare bundles the average cost of medical devices into its overall payment rate for many 

services, giving hospitals, for example, an incentive to use lower cost devices.   

 

The Global Medical Device Market  

 

a. Introduction  

 

The global medical devices market offers a remarkable opportunity for MedXchange to introduce efficiency, transparency, 

export competitiveness and cost reduction to the ecosystem. This will in turn make medical equipment more affordable to those 

in need, especially as population aging advances in all global markets. MedXchange can create new and sustained export 

opportunities for cross-border trade of medical devices by removing or diminishing market access barriers and helping regional 

firms anywhere to capture a larger share of the world market. 

 

Aging populations worldwide, coupled with extended life expectancy, create a sustainable demand for medical devices. As 

elderly populations’ healthcare is frequently government-subsidized in markets around the world, home healthcare is also 

becoming of increased importance, as related technologies become more effective, and healthcare budgets are more closely 

scrutinized. Significant and sustained downward pressures on reimbursement rates continue to eviscerate margins for medical 

device companies. Sustained increases in insurance rates continue to place access to much needed medical equipment out of 

reach of end users (frequently causing adverse effects on patient quality of life and even death). These factors combined create 

an unsustainable situation. 

 

b. Global Market Size and Key Players  

 

The USA represents the largest medical device market in the world.5 The major U.S. medical device companies include: 

Baxter®, Beckman Coulter®, Becton Dickinson®, Boston Scientific®, GE Healthcare Technologies®, Johnson & Johnson®, 

Medtronic®, St. Jude Medical® and Stryker Corporation®, to name a few.  

  

  

 

 
4 In this situation, most medical devices serve as inputs in the delivery of health care services and are usually not considered services by themselves. 

The major exceptions are medical devices that are used as durable medical equipment, prosthetics, or orthotics. 
5 45 percent of the global market according to the U.S. Government Accountability Office's (GAO) 2014 statistics. 



Copyright © 2018-2021 MedXchange Limited. All rights reserved worldwide.  Page 18  

 

Outside of the USA market, sell-side manufacturers include companies such as Siemens® and Braun® in Germany; Hitachi®, 

Medical Corporation® and Toshiba® in Japan; and Philips Electronics® in the Netherlands. In addition, lower-cost 

manufacturers from China, Brazil, Korea, Taiwan, Mexico and India are all building up their domestic operations and beginning 

to compete globally. 

The list of the 10 largest global medical device companies, by 2015 revenues is as follows6:  

Rank Company Country Revenues ($USD Billions) 

1 Medtronic United States 27.7 

2 Johnson & Johnson United States 27.5 

3 GE Healthcare United States 18.3 

4 Baxter International United States 16.7 

5 Siemens Healthcare Germany 15.8 

6 Becton Dickinson United States 12.3 

7 Philips Healthcare Netherlands 11.2 

8 Cardinal Health United States 11.0 

9 Abbott Labs United States 10.1 

10 Stryker United States 9.7 

 

 
6 Source: Medical Product Outsourcing 2015.  
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Note: Some companies shown in this table, such as Johnson & Johnson, generate substantial revenues in industries other than 

medical devices; the figures for these companies are for their medical device divisions only. Figures for Medtronic and Becton 

Dickinson do not reflect their acquisitions of Covidien and CareFusion, respectively. Since its acquisition of Covidien, 

Medtronic has been headquartered in Ireland for tax purposes.  

 

c. A Closer Look at the United States Medical Device Market  

 

Recent studies by the Congressional Research Service (CRS), BMI Research, and the Advanced Medical Technology 

Association (AdvaMed, the industry’s main trade association) have estimated that total U.S. spending on medical devices was 

$119 billion in 2011, $127 billion in 2013, and $166.7 billion in 2016 respectively. These estimates indicate that medical devices 

account for roughly 4 percent to 6 percent of total U.S. spending on health care. The AdvaMed study also found that the share 

of total U.S. spending on health care devoted to medical devices has changed very little over time, suggesting that spending on 

medical devices has grown at about the same rate as the broader health care sector.   

 

Estimates of the total number of companies and employees in the medical device industry also vary somewhat. According to 

two studies that used data from the US Census Bureau, there are roughly 5,300 to 5,600 U.S. companies in the industry, with 

approximately 330,000 to 365,000 employees.7 Medical device companies are located throughout the United States, but the 

industry has a larger presence in California, Massachusetts, and Minnesota. However, most of the companies in the medical 

device industry are relatively small. One study that analyzed economic data from the Census Bureau found that 73 percent of 

medical device firms had fewer than 20 employees and that 88 percent had fewer than 100 employees.   

 

These figures suggest that companies with fewer than 100 employees account for roughly 15 percent to 20 percent of total 

employment in the medical device industry. CRS found a similar pattern when it looked at corporate tax return data for U.S 

companies whose primary activity is making medical supplies and equipment: 83 percent of companies had less than $1 million 

in assets, and 95 percent had less than $10 million in assets (Gravelle and Lowry 2015). These smaller companies are engaged 

primarily in the development of new medical technologies and are often focused on relatively narrow therapeutic areas.  

 

MedXchange will allow any and all these sell-side participants in the global medical device ecosystem to compete and have 

immediate access to millions of buy-side customers directly, without the need for intermediaries, distributors, wholesalers, or 

retailers. This can be the case for home markets and cross-border markets. Where a particular device or item is represented by 

just one sell-side player a one-to-many situation arises. Where multiple sell-side competitors represent the same or similar 

 
7 BMI Research 2015, International Trade Administration 2010.  
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devices a many-to-many situation may arise. Either way, MedXchange will fundamentally change the way medical devices are 

deployed worldwide. 

The MedXchange Platform 

 

MedXchange seeks to eliminate the most problematic issues in both PPE and Medical Device markets by establishing a global 

marketplace where buyers, sellers, and products are qualified and vetted upon registration and continuously reviewed and rated 

for performance. The mission is quite simple – to provide a platform where buyers can easily find and purchase the exact 

products they are looking for from sellers they can trust and where sellers can accurately represent their products and available 

inventory to find buyers they can trust.  Unlike other services, MedXchange is built for PPE and medical devices so that buyers 

can easily and accurately find the right life-saving products for their application. This is becoming increasingly important as the 

selection of wrong product or counterfeit product may result in disease or death. 

 

MedXchange will be the first platform of its kind to: 

 

1. Support seller and manufacturer qualifications including registrations, regulatory authorizations, performance history, 

etc. 

 

2. Enable sellers to accurately identify critical attributes that are essential to proving the product is genuine and fit for 

intended use. Sellers can upload approvals, certifications, and also add structured detailed information to help buyers 

determine if the product is fit for a particular use (such as NIOSH approval, FDA approval, ASTM level or EN14683 

Type for surgical masks). 

 

3. Enable sellers to accurately specify where the physical product is located (of “OTG” or On the Ground) or the required 

lead times for a production run (if it’s a manufacturing run). Sellers can upload proof of product (POP) and proof of 

life (POL) videos, photos of product, inventory validations, third party validations (like SGS), etc. 

 

4. Enable Buyers and Sellers to quickly establish a match for their respective SOPs8 to facilitate a transaction. This is 

especially critical in transacting for PPE supplies. 

 

5. Enable buyers to execute faster procurement by pre-qualifying their purchasing power by providing proof of funds. 

 
8 Standard Operating Procedures (a series of steps required by a party to transact; for example only: (i) Letter of Intent (LOI); followed by (ii) 

Proof of Funds (POF);  followed by (iii) Proof of Product; followed by (iv) Letter of Credit; followed by (v) Bill of Lading and Pre-shipment 

Certification (from someone like SGS); followed by (vi) Payment and Delivery.) 
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6. Enable buyers to find sellers more accurately and efficiently by matching their search criteria precisely to the products 

they need based on attributes that are not available in any other system. 

 

7. Enable sellers to find buyers more accurately and efficiently by matching their products and inventories against the 

search criteria used by potential buyers. 

 

8. Reduce seller risk by validating buyer credentials and reduce buyer risk by validating seller credentials and product 

certifications. 

 

9. Reduce buyer and seller risk by providing seamless escrow and insurance offerings with each transaction. 

 

10. Reduce buyer risk of unexpected logistics costs and delays by validating location and condition of product prior to 

transaction. 

 

11.  Reduce risk of security breach or compliance-related issue through the use of immutable blockchain technologies for 

every transaction. 
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Design Overview 

 

The MedXchange architecture is designed for cost-effective scalability, high performance, high availability, and high security. 

It is also designed to achieve a high level of usability with a consistent and common user experience across a wide range of 

devices and localized to the 10 most common languages. The following image shows the high-level architecture: 

 

 

 
 

The MedXchange Presentation Layer components are shown in blue, the Application Programming Interfaces (APIs) deployed 

as Web Services are shown in green, and the data storage technologies are shown in grey. MedXchange is designed to scale to 

support from hundreds to tens of thousands of simultaneous users using a cost-effective scale-out approach utilizing containers 

for the Presentation Layer, Web Services APIs, Blockchain services, and Machine Learning Services. These services have been 

intentionally separated to scale independently such that large fluctuations in user volume, external interface data volume, RPA 

activities, and Analytics and Machine Learning functions do not negatively impact each-other. It also enables each type of 

service to scale cost-effectively based on cloud resource consumption. For example, the Presentation Layer will scale out to 

support a container model optimized for web server performance while the Machine Learning containers will scale up to support 

massive data sets and computationally complex algorithms. The following sections describe each of these layers in more detail. 

 

The Presentation Layer 

 

All of the features within the MedXchange System are exposed to users through the Presentation Layer, which provides for 

consistent, reliable, and secure access to resources via web browser, mobile application, external 3rd party systems, robotic 
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process automation tools, and analytics and machine learning environments. Both the web site and mobile application 

communicate directly with the Presentation Layer service containers to ensure visual consistency across environments.  

MedXchange is designed using the Model-View-Controller (MVC) pattern where the Model is responsible for managing the 

data of the application, the View is responsible for the presentation of the data, and the Controller responds to the user input 

and performs interactions on the data model objects. In MedXchange, the Views and Controllers are exposed through the 

Presentation Layer Containers and the Models are exposed through the Web Service Containers. The Views are described 

below. 

 

Presentation Views 

 

The MedXchange presentation layer will deliver a seamless and consistent user experience across all common devices and web 

browsers supporting the HTML-5 and CSS-3 standards. There are a relatively small number of views, intended to keep the user 

experience simple and streamlined.  

 

1. Seller Views 

a. Sign-Up 

b. Account Maintenance 

c. Product or Product Lot Listing 

d. Buy-side (Product) Search 

e. Customer Reporting 

f. Order Reporting 

g. Dashboard 

2. Buyer Views 

a. Sign-Up 

b. Account Maintenance 

c. Listing of a Need; or a Request to Bid 

d. Sell-side (Product) Search 

e. Shopping Cart 

f. Purchase 

g. Order History 

h. Dashboard 

3. MedXchange Admin Views 

a. Seller Profile Configuration (Manufacturer, Broker, Market, etc.) 

b. Product Type Configuration 
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i. PPE Product Definitions and Attributes 

ii. Medical Device Definitions 

 

The MedXchange Web Site 

 

MedXchange Web Site Users access the system via any common web browser such as Google Chrome®, Mozilla Firefox®, 

Apple Safari®, or Microsoft Edge®, or any other browser supporting HTML-5 and Cascading Style Sheets (CSS) Level 3. All 

user interface functionality is directly supported by scalable web services in the Presentation Layer Containers. 

 

The MedXchange Mobile Application 

 

MedXchange Mobile App Users access the system via The MedXchange Mobile Application running on Apple iOS® or Google 

Android® compatible devices. As with the web application, all user interface functionality is directly supported by scalable 

web services in the Presentation Layer Containers. 

 

External Systems 

 

External Systems are any third-party systems such as logistics, insurance, payment, manufacturer, purchaser, etc. All external 

systems will communicate directly with the MedXchange Web Service Containers which are designed to scale independently 

from the presentation services. In this manner all backend services can be cost-controlled, and performance tuned without 

impacting the user experience. Following are two example 3rd party system interfaces. 

 

3rd Party Logistics and Shipping Services 

 

Getting products where and when they’re needed has never been more important than during the COVID-19 pandemic. This is 

especially true for personal protective equipment (PPE). According to CH Robinson, the following factors are driving costly 

logistics trends: 

 

 Supply chain disruption: Over 90% of Internationally sourced PPE shipments have been disrupted in some 

way 

 Compliance issues: Cargo inspection rates of PPE out of China have dramatically increased, lengthening the 

average waiting period prior to transportation from 3 hours to 2-3 days. Additionally, there are increased 

import customs delays and shipment refusals happening across the globe 
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 Longer transit times: Normal delivery time for air freight from China to the U.S. has doubled or tripled from 

4-6 days to 8-14 days 

 Higher transportation costs: The price of expedited shipping out of China for PPE has gone up significantly 

amid unprecedented global demand all hitting at the same time 

 Other rising costs: Increased commodity prices (e.g., the price of face masks has increased 2-5x the average) 

and transportation disruption are creating the need for more cargo insurance policies and at higher rates 

Source: https://www.chrobinson.com/en-us/about-us/ppe-supply-chain-savings/ 

 

MedXchange seeks to alleviate the most critical logistics issues in the supply chain by building comprehensive systems 

integration with major carriers around the world and layering in artificial intelligence and machine learning features to 

measurably improve outcomes such as: 

 

 Reducing rates and transportation costs with scale 

 Optimize dollars spent across air, ocean, and surface transportation modes; at times, breaking up freight to 

get the most urgently need supplies to the destination quickly, while finding cheaper transportation options 

for less time-sensitive supplies 

 Identifying and deploying innovative solutions such as selecting a ‘fast boat’ over air freight  

 Seamlessly connecting expedited ocean service with contracted truckload network and shortening delivery 

times by 10-12 days on average 

 Providing rules-based guidance on CBP and FDA regulations to ensure requirements are fulfilled before 

shipment departure 

 

3rd Party Escrow Services 

 

In a warning issued by the FBI on March 27, 2020, the healthcare industry has been warned about the potential for fraud, 

specifically relating to the procurement of PPE and other COVID-19 medical equipment. The current tension within the supply 

chain may lead scammers to offer assurances or take orders for the equipment they do not have access to. While the healthcare 

sector struggles to get access to this potentially life-saving equipment, scam artists are leveraging the shortage in supply to their 

own advantage. In the press release, the FBI asked the medical community to exercise due diligence and appropriate caution 

when dealing with any vendors with whom they have never worked and/or of which they’ve never heard, and when relying on 

unidentified third-party brokers in the supply chain. 
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The FBI advises to be on the lookout for any suspicious activity, to include: 

 

 Unusual payment terms (e.g., supplier asking for up-front payments or proof of payment) 

 Last-minute price changes 

 Last-minute excuses for delay in shipment (e.g., claims that the equipment was seized at port or stuck in 

customs) 

 Unexplained source of bulk supply 

Source: https://www.fbi.gov/news/pressrel/press-releases/fbi-warns-health-care-professionals-of-increased-potential-for-fraudulent-

sales-of-covid-19-related-medical-equipment 

 

While MedXchange seeks to eliminate these suspicious activities by design in the initial release of the system, further risk 

mitigation can be obtained through comprehensive integration with 3rd party escrow services such as Escrow.com. These 

services will provide value to both Buyers and Sellers on the MedXchange platform as described below. 

 

Benefits for Buyers 

Every Buyer gets a smooth, easy online transaction with a fully licensed escrow service. We ensure that the Buyer will receive 

their Personal Protective Equipment (PPE) as described. The funds are securely held in trust until the transfer is complete, which 

minimizes the risk and protects the Buyer from fraudulent users. The escrow service allows the Buyer the opportunity to inspect 

the merchandise purchased before we release the funds to the Seller. Key elements and documents related to the transaction are 

immutably committed the blockchain for verification and audit purposes. 

 

Benefits for Sellers 

The escrow service verifies the Buyer's payment, which protects the Seller from fraudulent Buyers. The escrow service ensures 

Sellers receive their funds if they deliver the PPE purchased to the Buyer. All shipments are tracked to ensure the Seller shipped 

and the Buyer received the merchandise. The Seller is also protected from unexpected chargebacks. Key elements and 

documents related to the transaction are immutably committed the blockchain for verification and audit purposes. 

 

Robotic Process Automation & Hyper-Automation 

 

MedXchange utilizes Appian (https://www.appian.com/) for Robotic Process Automation (RPA), which is a technology for automating high volume, 

rules-based, mundane tasks performed by people, or for connecting systems that don’t have modern APIs. RPA software robots work with systems 

and data exactly like people do, but with higher accuracy and much faster. Plus, bots can work 24x7x365, boosting productivity, freeing employees 

to work on high value activities, breaking down data silos, and driving more value from legacy systems. Appian Hyper-automation combines RPA 

with Process Management, intelligent Business Process Management Software (iBPMS), Case Management, Machine Learning, Artificial 

https://www.appian.com/
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Intelligence (AI) and Business Rules to automate, discover, design, measure, and manage workflows and processes. Areas 

where RPA & Hyper-automation are valuable in MedXchange are: 

 

• Importing product specifications, inventories, catalogs, etc. 

• Broadcast messaging to buyers, sellers, and manufacturers 

• Communicating with legacy 3rd party systems including data downloads and processing, data preparation and uploads 

• Batch data validation and 3rd party system synchronization 

 

Machine Learning (ML), Deep Learning (DL), and Artificial Intelligence (AI) 

 

MedXchange will provide full support for a wide range of analytics, machine learning, and deep learning platforms with access 

to Machine Learning Support Service APIs and directly to a Data Lake. The Machine Learning Support Services containers 

will scale independently of other services and coordinate data flows from the unstructured NoSQL storage to the Data Lake. 

The core features of the environment are built around the Python software ecosystem. 

 

ML & DL Model Development & Deployment 

 

MedXchange will include support for Jupyter (https://jupyter.org/) JupyterLab and Notebooks. The Jupyter Notebook is an 

open-source web application that allows you to create and share documents that contain live code, equations, visualizations and 

narrative text. Uses include data cleaning and transformation, numerical simulation, statistical modeling, data visualization, 

machine learning, and much more. JupyterLab is a web-based interactive development environment for Jupyter notebooks, 

code, and data. JupyterLab is flexible: configure and arrange the user interface to support a wide range of workflows in data 

science, scientific computing, and machine learning. JupyterLab is extensible and modular: write plugins that add new 

components and integrate with existing ones.  

 

Machine Learning Lifecycle Management 

 

MedXchange will include support for MLflow (https://mlflow.org/), an open-source platform to manage the ML lifecycle, 

including experimentation, reproducibility, deployment, and a central model registry. MLflow currently offers four components: 

 

 MLflow Tracking: Record and query experiments: code, data, config, and results 

 MLflow Projects: Package data science code in a format to reproduce runs on any platform 

 MLflow Models: Deploy machine learning models in diverse serving environments 

https://jupyter.org/
https://mlflow.org/
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 Model Registry: Store, annotate, discover, and manage models in a central repository 

 

The Web Services Layer (WSL) 

 

The MedXchange Web Services Layer (WSL) is a comprehensive set of services organized by system function to scale out 

independently of each-other to ensure a high performance and responsive experience under conditions of massive user load. 

These services are implemented as “RESTful” Web Services conforming to the REST (Representational State Transfer) web 

standard where a client may access all of the system resources as allowed by the security system using a set of standardized 

HTTP methods (GET, POST, DELETE, and PUT). Each web service is a collection of open protocols and standards used to 

exchange data between layers in the MedXchange system and also with all external systems. The services are interoperable 

across virtually all language platforms (Java, Python, C#, etc.) on all Operating Systems (iOS, Windows, Linux, etc.) supporting 

the HTTP/S Protocol. 

 

The MedXchange Presentation Layer Containers directly support both Web and Mobile applications with a flexible and simple 

to use user experience. These services are designed to pull content from a globally distributed Content Delivery Network (CDN) 

to ensure graphics and video are streamed reliably and meet performance criteria anywhere in the world. 

 

The MedXchange Web Service Containers are a comprehensive set of services to perform all of the business logic in the system. 

These services are designed to be consumed both internally by the Presentation Layer Containers and externally by third-party 

systems and Robotic Process Automation (RPA) tools. These services ensure a consistent, resilient, scalable and secure interface 

the program logic and data which are core to the system including traditional Structure Query Language (SQL) databases, 

Document Databases (NoSQL), and access to the Blockchain through the Managed Blockchain Service Containers. 

 

The Managed Blockchain Service Containers are a set of Application Programming Interfaces (APIs) and services designed to 

provide performance-critical access to distributed blockchain technologies for smart contracts and digital currencies. Each of 

the storage technologies is described in more detail in the next section. 

 

The Data Storage Layer 

 

The data technologies in MedXchange include Content Delivery Network (CDN), distributed fault-tolerant SQL, distributed 

fault tolerant NoSQL, Blockchain, and Data Lake. Each of these technologies will be consumed from commonly available cloud 

services on Amazon Web Services® (AWS) and/or Microsoft Azure® and/or other cloud provider as needed to achieve a reliant 

and performant global presence. 

 



Copyright © 2018-2021 MedXchange Limited. All rights reserved worldwide.  Page 29  

The Content Delivery Network (CDN) 

 

The Content Delivery Network (CDN) is a highly distributed platform of servers designed to minimize latencies in loading web 

pages and mobile application views by reducing the physical distance between the hosting servers and the user. This technology 

is critical to ensuring that performance remains constant and high-quality anywhere in the world. An example of a leading CDN 

is Akamai (https://www.akamai.com/), which supports the MedXchange Zero Trust Security Model explained below. 

MedXchange will utilize the CDN for all stock, product, seller, and manufacturer documents, images and videos. 

 

The SQL Servers 

 

The Structured Query Language (SQL or “Relational”) Servers are required to provide system-critical, high-performance, 

relational data integrity both within the core data structures and also across the NoSQL, Blockchain and Data Lake data stores. 

The SQL Server storage will be the system of record for all relational and referential integrity in the system. MedXchange will 

utilize a globally distributed, massively scalable PostgreSQL (https://www.postgresql.org/) server implementation meeting the 

requirements for ACID Compliance (Atomicity, Consistency, Isolation, Durability). MedXchange will utilize the SQL Servers 

to maintain the primary and foreign key relationships between columnar data structures as well as encrypted confidential data 

for user, buyer, seller, manufacturer, and transaction records. 

 

The NoSQL Servers 

 

The Non-SQL (NoSQL or “Non-Relational”) Servers provide a globally distributed, massively scalable document, key-value, 

wide-column, and graph data storage capability. MedXchange will utilize MongoDB (https://www.mongodb.com/) for the 

majority of the data structures including non-confidential data for user, buyer, seller, manufacturer, product, and transaction 

records and documents. The following graphic depicts the columnar and Online Analytical Processing (OLAP) structure of 

SQL databases to the more flexible Non-SQL structures. 

 

https://www.postgresql.org/
https://www.mongodb.com/
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The Data Lake 

 

The Data Lake will provide a “big data”, unstructured or “raw” storage platform for machine and deep learning applications. 

The Data Lake should not be confused with the Data Warehouse for reporting & analytics. The combination of SQL & NoSQL 

servers at scale are sufficient for data warehouse reporting. The Data Lake is intended for data scientists to apply machine and 

deep learning technology to make discoveries and drive innovation and efficiencies throughout the system over the long term. 

Additionally, Auto Machine Learning (Auto-ML) tools built into the MedXchange Machine Learning Services model will 

utilize the Data Lake to improve buyer, seller, manufacturer, and product search algorithms every time a search is performed. 

 

The Blockchain 

 

The Blockchain provides a decentralized, immutable, highly secure storage technology providing both smart-contract and 

cryptocurrency functionality. MedXchange will utilize the Ethereum (https://ethereum.org/en/) blockchain as explained below. 

Initially, MedXchange will be deployed as a centralized database with as minimally viable product (MVP) for speed and to 

quickly bring efficiencies the global PPE marketplace (Phase 1). During Phase 2, MedXchange will transition to a dual system 

platform utilizing a: (i) Blockchain protocol for transactions, identity and smart contracts, and (ii) a distributed hash table (DHT) 

for data storage, managed by a governance system. The Blockchain protocol will be based off of the Ethereum network and will 

start with proof of stake11 and govern the data storage sites.  However, MedXchange proposes to create a permissioned 

blockchain with high security and public access to transact keys, tokens, smart contracts.  There are other consensus mechanisms 

that we are investigating that will be researched in conjunction with the development of the system and may be adopted after a 

vote via the governance protocol at a later time. The MedXchange permissioned system implements several major modifications 

to the Ethereum protocol, such as: the ability to store identity on the network, a government system that allows for upgrading 

and validation, and interactions that are built in to allow for communication with the DHT. The DHT will also use a new system 

https://ethereum.org/en/


Copyright © 2018-2021 MedXchange Limited. All rights reserved worldwide.  Page 31  

to verify valid storage and miner nodes, keeping track of identity and data access, and negotiate cost of storage through the 

Blockchain protocol. 

 

In addition, we will be providing immediate usability in the form of a smart contract marketplace. This marketplace will allow 

for the creation, management, buying, selling, and sharing of permissioned keys that will allow access to off-chain data. 

 

The MedXchange blockchain protocol is based on the Ethereum protocol, which is an open source blockchain with distributed 

computing for smart contracts. Smart contracts are state-based, immutable programs stored on the blockchain, which can 

guarantee the contract’s actions.  

 

In our own permissioned blockchain, we have added a few modifications on top of Ethereum:  

 

1. Similar to our data storage nodes (which are detailed in following sections), miners/validators will be certified 

ahead of time and will be sent a special node ID to their node address to certify them.  

2. The next difference from Ethereum is the ability of the user to transfer our token, along with several other types 

of data like permissioned key pairs for data access. The user will be able to store their public identification keys, 

and any other keys they generated, to access or edit their data. These keys allow access to their data through the 

use of special gatekeepers that will either be a special authentication server, which sits in front of the data, or the 

blockchain system itself if a distributed data storage system is proven effective. A user will also be able to store 

the key used to certify miners/validators and data storage nodes, these keys will be given out by the governing 

consortium and will act as a whitelist, as further detailed in the governance section. This whitelisting system is 

specifically designed to meet the privacy requirements / compliance such as those of HIPAA. The whitelist exists 

to focus on healthcare security compliance.9 

3. The third major difference is that a user will be able to store a contract state for their data storage node if they are 

a MedXchange data storage center, as further detailed in the data storage section. In the upcoming sections we 

will discuss these specifications in more technical detail as well as touch on other main aspects of our blockchain 

technology.10 

Blockchain Accounts 

 

 
9 Due to ongoing research by others including MedRec (Electronic Medical Records on the Blockchain), which goes in depth to this key system, 

we have strong reason to believe that this approach will aid compliance with HIPAA regulation and be able to be quickly adopted by the medical 

device industry. 
10 It is important to note that this will be a large fork of the existing Ethereum project. Tendermint or Parity could be a steppingstone, so we are 

investigating these as possibilities. 
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In MedXchange, like Ethereum, our state on the blockchain is made up of objects. We have the 4 fields mentioned in Ethereum 

which are the nonce, crypto currency balance, contract code, and storage. In addition, we will have a key storage section along 

with a valid miner/storer ID and an executive ID. These will allow users to keep track of their identities and their ability to mine 

or store data. In addition, there are two contracts with which a user will interact: the first is similar to its counterpart on the 

Ethereum network, the other is a data storage contract, which will use its contract field to handle the data storage account in a 

safe and migratable manner. 

 

Blockchain Smart Contracts 

 

The storage of data is negotiated via state channels and stored via smart contracts on the Blockchain. These contracts will be 

standardized with the same API and function calls and will hold basic data necessary for all aspects of the relationship between 

the data store and the user. Both sides should store this information, and we will plan on allowing them to store this on the 

Blockchain to provide continuous auditing.  

 

We plan to have an automated subscriber marketplace for this system. This system will be built in by modifying the Kademlia 

DHT. A partially filled contract for every node will be stored as a smart contract attached to the node’s wallet ID. This partially 

filled contract contains all the information on the data storage provider and what they are charging. This value can also be easily 

updated by the data storage provider by pushing to their smart contract on their chain. As such, when the DHT is being formed 

or updated the lookup code for the partially filled out smart contract is added. For a user to find and negotiate this contract they 

can proceed through the DHT table while pinging the blockchain network for information on the smart contract. When a contract 

with the appropriate parameters is found, the user may either accept the contract and route the appropriate payment to the 

contract to be given to the wallet address or may counter offer a second set of parameters for the contract for the database owner 

to decide on. The database owner may then accept, decline, or continue the negotiation via the negotiating mechanisms. Once 

the contract is decided, the contract is finalized and activated giving the user the ability to use the given storage space. This is 

a newer system, and we believe that it will provide both better latency and a better data storage marketplace than the currently 

used Quasar method,11 which utilizes Bloom filters.12   

 

Our goal is to start off by using the existing system, based off Storj, then work on this new approach. An additional service may 

also come later. Since all the miners’ contracts are located on the blockchain and associated with a certain data storer 

 
11 Quality Assessment of System Architectures) method for assessing the quality of the architecture of a software-intensive system.  
12 A Bloom filter is a space-efficient probabilistic data structure, conceived by Burton Howard Bloom in 1970, that is used to test whether an 

element is a member of a set. 
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permissioning ID, a consortium member or user could create a marketplace by constantly reading through the chain and 

checking on the current statuses. 

 

MEDCASH Digital Currency 

 

MEDCASH is a limited supply, ERC-777 token used by users on the MedXchange 

platform as the non-exclusive cryptocurrency to conduct transactions, both in-country 

and globally. MEDCASH® will be able to be purchased with fiat money, can be sold 

for fiat money, and can be traded for Bitcoin or any other cryptocurrency.  

 

Medcash allows our platform several benefits. Due to the strict regulatory 

requirements, and the regulations around privacy and security in the global medical 

device industry, at affords MedXchange some of the control functionality needed for 

certain processes, transaction features and data sharing capabilities. For example, other currencies such as Zcash and others, 

would not be able to function appropriately with a HIPAA-compliant system and medical devices to achieve its maximum value 

due to inadequate governance. 

 

With a focus on security at the core, the MedCash (MEDCASH) token will also be able to: 

 

1. Provide a transaction currency that allows Buy-side Users and Sell-side Users the ability to buy and sell medical 

devices in real time. 

2. Reward miners/validators and data storage devices that run our ecosystem. 

3. Provide an extra incentive for early adopters of the platform. 

4. Encourage innovation and commercialization of new medical technologies (like a Kickstarter for Medical 

Technologies model). 

 

All users will need the token to be able to purchase products in the system with MEDCASH®, to transfer permissioned keys 

giving access to off-chain data, and to access smart contracts and data storage space. This will all involve the purchasing of the 

MEDCASH. The MedCash (MEDCASH) token will be used by the users involved in the transaction and used to pay node fees 

for running the network. The only way to earn the MedCash (MEDCASH) tokens, without buying or trading for them, would 

be to operate a node on the network and receive payments from running the network. 
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A percentage of the MedCash (MEDCASH) tokens will be set aside to help accelerate adoption by already existing entities. To 

entice medical device manufacturers to adopt our platform, we are using a similar system that PayPal® and GUP successfully 

used, which will include a referral program.  
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The Production Environment 

 

Production Containers 

 

The MedXchange production environment will be deployed globally to cloud hosted services as needed to meet regulatory, 

performance, and cost requirements. By design, the system is cloud-agnostic and designed to run efficiently and securely in any 

environment supporting Docker™ (https://www.docker.com/) containers. Docker™ is a set of Platform-as-a-Service (PaaS) 

products that use Operating System (OS) level virtualization to deliver software in packages commonly referred to as containers. 

Containers are isolated from one another and bundle their own software, libraries, and configuration files. In general, containers 

are run by a single operating system kernel and are consume fewer resources comparative to virtual machines. A Docker 

container image is a lightweight, standalone, executable package of software that includes everything needed to run an 

application’s code, runtime, system tools, libraries and settings and is designed to run quickly and reliably from one computing 

environment to another. As the following images show, the containerized applications do not contain a guest operating system 

and are therefore smaller and portable across a wide range of operating systems and cloud environments.  

 

 
 

Container Orchestration 

 

The process of deploying, managing, and scaling containers is commonly referred to as container orchestration. The 

MedXchange container infrastructure will be deployed consistently using HashiCorp’s Terraform (https://www.terraform.io/) 

infrastructure as code container orchestration tool. Terraform provides a consistent Command Language Interface (CLI) 

workflow to manage hundreds of cloud services and codifies cloud APIs into declarative configuration files which can be 

version controlled and delivered consistently through DevOps pipelines. Terraform will be used to define and deploy the 

MedXchange environment across Amazon AWS®, Microsoft Azure®, Google Compute Cloud (GCC)®, VMware®, and any 

https://www.docker.com/
https://www.terraform.io/
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other environment supporting Kubernetes® (commonly referred to as K8s, including more than 300+ public clouds and services 

using a single workflow). The Argo (https://argoproj.github.io/) platform will be utilized for Continuous Deployment (CD) 

workflows across multi-cloud environments. 

 

High Availability & Resiliency 

 

MedXchange is architected for both high availability and resiliency. For availability, the goal is to achieve 99.9% uptime and 

in terms of resiliency the system must meet a recover-time-objective (RTO) of 4 hours and a transaction-level recover-point-

objective (RPO) for any major impact or loss to a regional data center. To achieve this, all of the service containers shown in 

green in the above diagram will be configured to load balance across physical hardware in each cloud instance and to 

automatically fail over to geographically dispersed data centers upon outage. Additionally, the SQL and NoSQL databases will 

be synchronized across all cloud instances. The CDN and blockchain are distributed by design. Since all of the communication 

between the clients and the backend services are standard Hypertext Transfer Protocol Secure (https), a load balancer will be 

used to distribute traffic across resource groups and data centers. The following diagram depicts the cloud deployment with a 

globally distributed load balancer directing communication to the appropriate data centers and resource groups. Note that 

resource groups are high-availability compute clusters for managing our container environments. Each of the resource groups 

communicate with the local SQL, NoSQL, and Data Lake storage technologies as well as regional CDN and Blockchain 

technologies which may or may not reside in the same physical environment. The SQL, NoSQL, and Data Lake services will 

be configured to replicate across all data centers. In this configuration failures of individual service containers, resource groups, 

and entire data centers will have minimal impact on overall system availability. 

 

https://argoproj.github.io/
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Security & Compliance 

 

MedXchange is designed to meet the most stringent security and regulatory compliant scenarios including Payment Card 

Industry (PCI), Health Insurance Portability and Accountability (HIPAA), The General Data Protection Regulation (GDPR), 

and The Cyber Security Maturity Model Certification (CMMC). There are many aspects to achieving this level of security and 

compliance throughout the technology stack, the primary areas are: 

 

User Directory Management, Authentication, & Authorization 

 

MedXchange leverages the industry leading Okta (https://www.okta.com/) security suite to maintain the user directory, 

identities, and authorization on the perimeter of the entire system. Okta provides a proven security framework to support 

authentication with open standards including SAML and OIDC for single sign-on, multi-factor authentication, sign-on posture 

assessment, and compliant password policies. User security and the ability to integrate with 3rd party systems is provided by 

Okta’s Universal Directory, which provides the ability to store an unlimited amount to users and attributes from applications 

and sources such as Microsoft Azure Active Directory or other cloud hosted systems (ERP, etc.). The core services in the 

Universal Directory are: 

 

 Secure storage of user identification and passwords 

https://www.okta.com/
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 Password policy enforcement (complexity, change frequency, etc.) 

 Group-based security policies 

 Service and API access control using attribute-based policies enforced through Security Assertion Markup 

Language (SAML) and Open Standard for Delegation (OAUTH – used by Amazon, Google, Microsoft, Facebook 

and Twitter) 

 API Access Management: Support fine-grained API authorization policies that combine the OAuth grant type, user 

group membership, and external data sources. 

 Role-based Access Control (RBAC): Allow teams to establish, maintain, and audit authorization policies based on 

group membership and user context without writing code. 

 Centralized Administration & Monitoring: Capture real time access and authorization logs to understand normal 

access and detect bad actors in mid-attack. 

 

Multifactor Authentication 

 

MedXchange leverages the industry leading Okta (https://www.okta.com/) Adaptive Multi-Factor Authentication suite to 

provide contextual step-up authentication using a broad set of secondary factors. The adaptive features enable intelligent 

authentication policies based on login context including: 

 

 Location Context: logging in from new city, state, or country, new geo-location, or impossible travel patterns. 

 Device Context: Known device recognition with remote device management 

 Network Context: New IP address, specified IP zones, network anonymisers 

 

A critical success factor in user adoption is simplicity of use and support for a wide variety of secondary factors based on user 

preferences. The Okta platform enables a seamless, embedded approach to validating on any of the following: 

 

 E-mail security code 

 SMS security code 

 Voice call 

 Security Questions 

 Google Authenticator 

 OTP tokens and authenticators 

 3rd Party MFA providers 

 FaceID, TouchID, and Android Biometrics 

 

https://www.okta.com/
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The following graphic depicts the relative assurance of each factor: 

 

 

 

Container Security 

 

MedXchange standardizes all processes into Docker® containers, which are hardened to U.S. Department of Defense standards 

using the IronBank Container Hardening Effort (https://repo1.dsop.io/dsop). The zero-trust model is implemented such that 

only authenticated users with proven identity are allowed to access their provisioned container services using HTTPS protocols 

which are 100% security analyzed prior to execution. There are five principles to Zero Trust employed in the architecture: 

 

1. Trust no one: assume that attackers are present in the environment, so all users and devices must prove their 

trustworthiness. 

2. Verify identity claims: use robust authentication processes to accurately determine the identity of the user. 

3. Give those you know what they need: operate on a least-privilege access basis, limiting user permissions to only what 

is needed to get the job done and limit lateral movement. 

4. Do not ignore the device: security must be device-aware and ensure that every device undergoes a risk assessment 

and is authorized before access is provisioned. 

5. Play zone defense: use micro-segmentation to create security perimeters to break up the network into per application 

zones. In MedXchange, each Service Layer is isolated into secure application zones. 

 

Encryption 

 

All information is encrypted in transit and all personally identifiable information (PII) and confidential information are stored 

encrypted at rest. There will be no confidential information permitted in the Data Lake or on CDN. The Blockchain provides a 

highly secure encryption model for digital contracts and financial transactions. The following encryption technologies are 

implemented: 
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1. Hypertext Transfer Protocol Secure (HTTPS) is used to encrypt all HTTP protocol using Transport Layer Security 

(TLS). Since all system access is granted through web services, the HTTPS will ensure encryption of all network 

traffic in the system. This will require authorized Secure Sockets Layer (SSL) Security Certificates to be deployed in 

all of the application containers. 

2. Confidential data at rest in the PostgreSQL databases will be encrypted with the PGCrypto library. 

3. Data stored on the Ethereum Blockchain is encrypted with Elliptic Curve Digital Signature Algorithm (ECDSA), 

which is the same public-key infrastructure utilized by Bitcoin®. 

 

Penetration Testing & Vulnerability Scanning 

 

The MedXchange system will be subjected to comprehensive quarterly internal and external penetration testing and 

vulnerability scanning audits to ensure exploits are not introduced over time and to ensure all known security updates are 

applied. Since MedXchange will be deployed on a container model all future security patches will be applied through the 

creation of updated containers rather than incremental patching. In this manner the application software will be tested and 

deployed on standardized releases, eliminating the potential for missed or partially applied security patches. 
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Monetization Strategy 

 

The MedXchange monetization strategy is key to attracting and retaining buyers and sellers on the platform. We believe it will 

be important for participants to access the system and realize its value without the burden of an initial or on-going subscription 

cost and instead plan to implement a transaction fee that is competitive with other online markets such as Amazon® or 

Alibaba®.  

 

The seller will pay the fee for a no-risk transaction model. Initial market will be PPE, then expand to the medical devices and 

supplies space, followed by pharma and lab equipment. 

 

Additional Markets 

Medical Tourism 

 

"Medical tourism" refers to traveling to another country for medical care. It's estimated that thousands of US residents travel 

abroad for care each year. Many factors influence the decision to seek medical care overseas.  Some people travel for care 

because treatment is cheaper in another country. Others may be immigrants to the United States who prefer to return to their 

home country for health care. Still others may travel to receive a procedure or therapy not available in the United States. The 

most common procedures that people undergo on medical tourism trips include cosmetic surgery, dentistry, and heart surgery. 

 

According to Globe News Wire,13 the global medical tourism market will reach $143. 6 Billion by 2027. Amid the COVID-19 

crisis, the global market for medical tourism is estimated at US $66. 7 Billion in the year 2020, it is projected to reach a revised 

size of US $143 Billion.The Medical Tourism market in the U.S. is estimated at US$18 Billion in the year 2020. China, the 

world`s second largest economy, is forecast to reach a projected market size of US$31.2 Billion by the year 2027 trailing a 

CAGR of 15.2% over the analysis period 2020 to 2027. Among the other noteworthy geographic markets are Japan and Canada, 

each forecast to grow at 8.1% and 10.1% respectively over the 2020-2027 period. Within Europe, Germany is forecast to grow 

at approximately 9.1% CAGR. 

 

According to the U.S. Center for Disease Control (CDC), there are serious risks and issues with inherent in the medical tourism 

industry. These vary by region and the medical procedures being performed. There are currently no solutions available to assist 

 
13https://www.globenewswire.com/news-release/2020/08/24/2082799/0/en/Global-Medical-Tourism-

Industry.html#:~:text=Global%20Medical%20Tourism%20Market%20to,revised%20size%20of%20US%24143. 
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patients, hospitals, and medical professionals in the mitigation of these risks. MedXchange plans to extend from PPE and 

Medical Devices into Medical Tourism to provide a trusted platform where Medical Tourists can: 

 

 Easily locate, evaluate, and communicate with providers of critical medical services anywhere in the world 

 Check the qualifications of the health care providers who will be doing the procedure and the credentials 

of the facility where the procedure will be done 

 Check the foreign standards for health care providers and facilities which may be different from those of the 

country of residence.  

 Check the accrediting groups, including Joint Commission International, DNV International Accreditation 

for Hospitals, and the International Society for Quality in Healthcare 

 Ensure they have a written agreement with the health care facility or the group arranging the trip, defining 

what treatments, supplies, and care are covered by the costs of the trip 

 Securely provide digital copies of medical records including allergies, lab results and other studies related 

to the condition for which treatment is sought 

 Determine ahead of time how they will communicate with the physicians and medical staff and necessary 

translator availability/limitations 

 Understand and mitigate the risks associated with travel before or after medical procedure 

 

For health providers offering Medical Tourism services, MedXchange will provide a platform to promote services to prospective 

patients world-wide. As with providers of PPE and medical devices, the platform will enable health providers to easily locate, 

evaluate, and communicate with prospective patients and their primary care physicians. 

 

Pharmaceutical 

 

The U.S. market for prescription medicines, pre-rebates and discounts, now approaching half a trillion dollars, is the world’s 

largest by a factor of five, 45% of the world market by value. Forty years ago, the US market was 22% of what was then 

measured as a ‘free world’ market. Now, the US also contributes 65% of the sales value, pre-rebates and discounts, for 

innovative new launches in their growth phase according to Pharmaphorum. 14 

 

 

 
14 https://pharmaphorum.com/r-d/views-analysis-r-d/nine-for-2019-challenges-impacting-pharma/#_ftn1 
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While growth is slowing in the US, the following chart show the projected growth in global prescription drug sales, which are 

anticipated to reach $1.4T USD by 2026 according to Statista.15   

 
 

International growth markets for pharmaceuticals represent enormous opportunities, but they also bring their own unique 

challenges, including infrastructure, fragmented distribution, and a patchwork of regulatory systems that may be inconsistently 

enforced. MedXchange plans to extend services to become the trusted platform for prescription drugs to ensure sellers and 

product are legitimate and safe and to validate buyers are properly credentialed to obtain the medicines. 

 

MedXchange seeks to substantially improve the international pharmaceutical industry in the following ways: 

 

1. Ensure bad actors are not in the supply chain 

2. Eliminate counterfeit or otherwise illegitimate prescription drugs 

3. Ensure patients are properly qualified for and receive the proper medication 

4. Ensure regulatory requirements are met in all transactions including international sales 

 

Specialty Services 

 

This includes the broad range of services generally not covered by healthcare insurance including wellness, spas, elective 

surgeries, anti-aging, etc.  According to the American Society of Plastic Surgeons (ASPS), almost 18 million people underwent 

 
15https://www.statista.com/statistics/309387/global-total-prescription-drug-revenue-

projection/#:~:text=Total%20worldwide%20prescription%20drug%20revenue%20%2D%20projection%202016%2D2026&text=This%20statistic

%20depicts%20a%20projection,in%20prescription%20drug%20revenue%20worldwide. 
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surgical and minimally invasive cosmetic procedures in the United States in 2018.16 This total means that there were almost a 

quarter of a million more procedures in 2018 than in 2017. While these numbers have been dramatically impacted by COVID-

19 in 2020, the outlook is very strong as the use of Botox has exploded amongst millennials and generation Y specifically with 

lip and chin enhancements, cosmetic tattooing and body contouring.17 

 

According to Statista, the global anti-aging market will grow from $56.06B USD in 2020 to $66.2B USD in 2023. The leading 

cosmetic brand worldwide was L’Oréal, with a value of more than 13 billion U.S. dollars in 2016. Its closest competitor, Gillette, 

had a brand value of about 7.2 billion U.S. dollars. L’Oréal is a French cosmetics and beauty company. The company owns 

many popular brands and is one of the world’s largest cosmetics companies. L’Oréal announced that they have spent two 

decades studying skin cell biology to formulate an anti-aging and skin-changing product line that defies a laser. Many women 

today use creams to slow the aging process. The following chart shows the projected growth in the anti-aging market: 

 

 
 

Source:https://www.statista.com/statistics/509679/value-of-the-global-anti-aging-

market/#:~:text=In%202018%2C%20the%20global%20anti,percent%20between%202018%20and%202023.&text=Society%20drives%20people

%20in%20every%20way%20to%20look%20beautiful. 

 

MedXchange seeks to build on the pharmaceutical and medical tourism feature set to solve for the same issues in this 

expanding market.  

 

  

 
16https://www.medicalnewstoday.com/articles/324693#:~:text=According%20to%20the%20American%20Society,in%202018%20than%20in%20

2017. 
17 Source: https://www.allure.com/story/plastic-surgery-procedure-trends-2020 
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Technology Roadmap 

 

The future roadmap for MedXchange will continue to disrupt the PPE and medical device markets while also penetrating new 

markets such as pharmaceutical and medical tourism. The platform will also continue to evolve with new features designed to 

significantly increase value, reduce costs, and drive innovation in the supply chain. There are several milestone releases planned 

from the onset. Note that development of releases 2 through 5 will run concurrently to expedite delivery of features with minimal 

co-dependencies. 

 

1. Proof of Concept (POC) – this release will demonstrate the core functionality on the specified technology stack: Web 

Services Layer deployed on Docker® containers, PostgreSQL®, MongoDB®, and sandboxed Ethereum® Blockchain 

for Smart Contract. 

2. Minimum Viable Product (MVP) – this release will include the Web User Interface, Presentation Layer, Web Services 

Layer, and full data services deployed on Amazon AWS®. 

3. Production Release (PR) 1.0 –will add security features including the Okta directory and authentication services. 

4. Production Release (PR) 2.0 – will add external system integrations for logistics, escrow, insurance, etc. 

5. Production Release (PR) 3.0 – will add pharmaceutical monetization. New features will also include Robotic Process 

Automation (RPA) and Hyper-Automation technologies. 

6. Production Release (PR) 4.0 – will add medical tourism monitization. New features will also include Machine 

Learning, Deep Learning, and Artificial Intelligence technologies. 

7. Production Release (PR) 5.0 - will add support for MEDCASH® digital currency and Specialty Services monetization 

including Elective Procedures, Anti-Aging, etc. 

8. Mobile Application Release 1.0 will support Google Android® and Apple iOS® devices. Releases will continue every 

3-4 months thereafter introducing enhancements including support for upcoming OS enhancements and new mobile 

device features. 
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The MedXchange Team 

 

Julian Ross, MBA, Founder and CEO.  

 Julian has 30+ years combined experience in medtech, high tech, blockchain, regulatory, international trade and 

corporate finance. 

 He currently serves as CEO of MedXchange’s affiliate. Kwivik Therapeutics, Inc., a commercial stage pre-IPO 

company that develops and markets novel respiratory and therapeutics devices, including advanced “smart” versions 

of these devices through robust mobile, IoT and AI strategies.  

 His public and private company experience includes IPOs and M&A; development of production capabilities, 

development of sales, distribution and licensing partnerships; and financings with debt and equity (career total in 

excess of USD $1 Billion). 

 Other experience: (i) A roll-up of network integration, infrastructure engineering and data centre (managed) services 

companies in the late 90’s; (ii) A USD $315 million high yield debt offering in 1996 for Isle of Capri Casinos, Inc. 

(with Merrill Lynch/Salomon Brothers in lead, plus Deutsche Morgan Grenfell, Nomura Securities); With that 

financing, Isle of Capri grew from $134 million in revenues to over $1 billion in revenues in less than five years, and 

was subsequently acquired by Eldorado Resorts (it was recently announced that Eldorado Resorts is acquiring MGM 

Grand for over USD $8 Billion); (iii) Founder investor and director in highly successful, USD $400 million capex 

gaming & hospitality operation in South Africa. 

 Named to the “40 Under 40” by the Dallas Business Journal and his company was selected by the USPTO and the 

Smithsonian Museum (from thousands of patentholders worldwide) to exhibit at the USPTO’s inaugural Innovation 

Expo (along with Ford, Caterpillar, Qualcomm and six other innovative companies). 



Copyright © 2018-2021 MedXchange Limited. All rights reserved worldwide.  Page 47  

 Holds 7 issued patents (with several more pending) and an M.B.A. in Finance from Southern Methodist University, 

with full ride scholarships from oil & gas giant Shell Petroleum (undergraduate) and the Edwin L. Cox School of 

Business (post graduate). 

 LinkedIn: https://www.linkedin.com/in/julian-ross-2b197a14/  

 

Ronald Redmer, MIS, Chief Information Officer.  

 Ron is a strategic and results-driven business and technology executive with a proven track record of over three 

decades leadership in global IT operations, technology startups, major organizational transformations, acquisitions 

and divestitures, and large-scale solution delivery. 

 He currently serves as CIO of MedXchange’s affiliate. Kwivik Therapeutics, Inc., a commercial stage pre-IPO 

company that develops and markets novel respiratory and therapeutics devices, including advanced “smart” versions 

of these devices through robust mobile, IoT and AI strategies.  

 Numerous leadership achievements include: Successful exit strategies on more than a dozen companies, including 

early stage;  Established successful (i) public cloud services and open source development company, and (ii) big data 

analytics and machine learning company serving a diverse customer base including BMW and Infineon; Achieved 

50%+ reduction in data center operating expenditures using VMware, Amazon Web Services (AWS), and Microsoft 

Azure private and hybrid cloud service models; and implemented a factory control system at GM’s largest plant 

resulting in over $100M/yr. cost savings. 

 Career highlights include: Sr. Director IT, Choctaw Global LLC; Sr. Vice President, Cyber Group; COO/CIO, 

Assure360; Sr. Technical Leader for Electronic Data Systems (EDS, now Hewlett Packard)) serving General Motors 

customer. 

 Published in Data Center Journal, Data Center Dynamics and multiple financial publications as a recognized leader 

in cloud services, IoT and AI. Awarded multiple patents for manufacturing, medical imaging, surveillance and weapon 

system innovations. 

 LinkedIn: https://www.linkedin.com/in/rredmer/  

 

Jeff Robertson, CPA, CGMA, Interim Chief Financial Officer.  

 Jeff is a proven senior financial professional with demonstrated capabilities in preparing companies for strategic 

transactions and improving under-performing functions. 

 Proven experience in: Acquisitions/Divestitures, Private Equity Ownership, Budgeting and Target Setting, IPO/SEC 

Reporting, System Implementation, Operational Reporting, Debt Re-Financing, Dual Track Process, Strategic 

Planning, Financial Forecasting, Treasury, Cost Reductions, Contract Negotiation, Process Improvement, and 

Alignment/Integration.  

https://www.linkedin.com/in/julian-ross-2b197a14/
https://www.linkedin.com/in/rredmer/
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 Career highlights spanning over 38 years include: CFO of PE backed Anthelio Healthcare Solutions (successful exit); 

SVP Asset Management/Corporate Performance Management at The Brock Group, a $1.4 billion revenue specialty 

multi-craft services company; SVP/Chief Accounting Officer at PE backed Safety-Kleen Systems with $1.3 billion in 

revenues (successful exit); and VP Finance and Accounting for Verizon Wireless. 

 Audit and Consulting Manager for PricewaterhouseCoopers and EY, and tax experience with KPMG. 

 DCEO Magazine Chief Accounting Officer of the Year 2011. 

 BBA, CPA, CGMA 

LinkedIn: https://www.linkedin.com/in/jeff-robertson-cpa-cgma-9733832/  

 

John C. Tepper, MSEE, VP of Global Regulatory Affairs.  

 John has decades of experience in the complexities of global medical device regulation and product development and 

distribution. 

 He is an experienced product development, regulatory, operations, and quality executive with deep experience in 

program management and design engineering of medical devices, communications & networking systems, power 

conversion equipment, and industrial control systems. 

 Worked for or consulted to Medtronic, Galt Medical, Orthofix, Intrasafe Medical, Motorola and many others.  

 Inventor or co-inventor on 36 US & International Patents. 

 BSEE, Bioengineering and Biochemistry, Rice University; MSEE from University of Texas. 

LinkedIn: https://www.linkedin.com/in/johntepper/   

 

Ed Huntsberry, VP of Talent Management & Motivation.  

 Ed has more than a decade experience in medical devices and regulated medical supplies and technologies. 

 He has over 4 decades of senior management experience in talent management and motivation, technology, operations, 

sales, retail, and customer service, including Pier One, The Limited Too, and others. 

LinkedIn: https://www.linkedin.com/in/ed-huntsberry-ab882111/  

 

https://www.linkedin.com/in/jeff-robertson-cpa-cgma-9733832/
https://www.linkedin.com/in/johntepper/
https://www.linkedin.com/in/ed-huntsberry-ab882111/
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